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Abstract- The rise of large-scale Generative Al (GenAl) applications has placed cloud migration at the forefront of IT and
research agendas. Modern organizations recognize the cloud as a natural platform for handling high computational and storage
requirements. However, the pathway to successful cloud migration involves complex design decisions, security considerations,
and performance trade-offs. This research provides a comprehensive, technical exploration of cloud migration in the GenAl era,
supplemented by original empirical benchmarks. Our work examines the fundamental drivers of cloud migration for GenAl,
details an extensive methodology for planning and executing cloud infrastructure transformation, and proposes an automated
pipeline for on-demand High-Performance Computing (HPC) clusters tailored to large model training. To validate our
approach, we present original research comparing different resource provisioning strategies, including container orchestration,

ephemeral GPU clusters, and hybrid on-premise/cloud setups, revealing a 20—40% reduction in both training time and
infrastructure costs when leveraging container-based HPC clusters. We discuss best practices, future directions, and potential

regulatory challenges in GenAl-driven cloud deployments.
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1. Introduction

The emergence of Generative Al (GenAl)—spanning
Large Language Models (LLMs), Generative Adversarial
Networks (GANs), and text-to-image models—has
revolutionized the Al landscape by enabling machines to
produce human-like text, images, audio, and video. Such
models demand vast computational resources and require
flexible, scalable infrastructures that handle data-intensive
workflows and spiky training demands. Consequently, the
cloud has become a de facto environment for managing GenAl
workloads, offering on-demand elasticity, a rich ecosystem of
managed Al services, and geographically distributed data
centres. Despite its apparent advantages, migrating GenAl
workloads to the cloud poses significant challenges. Legacy
on-premise systems were often not designed for dynamic
resource scaling, while the distributed nature of large-model
training imposes further complexities on data orchestration
and network architecture. Security, privacy, and compliance
also introduce complications, particularly when dealing with
sensitive user-generated data or proprietary intellectual
property. Building upon these demands, our research seeks to
bridge knowledge gaps by offering:

1. A technical framework for planning and executing cloud
migrations tuned for GenAl workloads.

elo)]

2. An empirical analysis of multiple infrastructure
configurations—traditional lift-and-shift, containerized
microservices, ephemeral HPC clusters, and hybrid on-
premise/cloud solutions—benchmarking their
performance, cost, and scalability.

3. A set of best practices and strategic considerations,
including data governance, MLOps pipelines, and
operational monitoring for large-scale Generative Al
systems.

This paper is structured as follows: Section 2 reviews
related literature on Al cloud migrations and HPC orchestration
in containerized environments. Section 3 provides background
context on cloud computing paradigms in the GenAl era.
Section 4 delves into an original experimental study and
methodology. Section 5 presents empirical results. Section 6
discusses challenges, insights, and best practices. Finally,
Section 7 concludes with potential future research directions.

2. Related Work
2.1. AI Workloads and Cloud Scalability

Numerous researchers have examined how public clouds
can effectively support Machine Learning (ML) workloads,
focusing particularly on scaling data processing frameworks
(e.g., Hadoop, Spark) and distributed training backends (e.g.,
Horovod, TensorFlow Distributed) 11. Existing studies
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primarily focus on performance benchmarking—measuring
training throughput, GPU utilization, and time-to-accuracy
under varying cluster configurations. However, much of the
literature omits cost analyses or addresses them only
tangentially. The shift to Generative Al intensifies these
requirements due to the exponentially larger model sizes and
specialized hardware (e.g., GPUs, TPUs, FPGAs).

2.2 Containerization and Microservices

Containerization has emerged as a mainstream approach
to cloud-native application design. Platforms like Docker and
Kubernetes provide a consistent environment for rapid
deployment and autoscaling, enabling microservices that can
be independently updated and managed 22. Researchers have
demonstrated the benefits of adopting container-based
solutions for Al pipelines, emphasizing simpler CI/CD
processes, better resource packing, and improved portability
33. However, specialized orchestration strategies remain
nascent for large-scale GenAl tasks, where GPU-sharing,
ephemeral HPC clusters, and data synchronization require
advanced scheduling logic.

2.3. HPC in the Cloud

High-Performance Computing (HPC) traditionally
resided in on-premise supercomputing clusters, but cloud
vendors now offer HPC-optimized instances (e.g., AWS P4,
Azure NV-series, Google A2). Recent studies suggest
leveraging HPC in the cloud can significantly reduce overhead
in burst workloads while maintaining competitive
performance 44. Challenges remain in networking throughput,
distributed file systems, and the risk of cost overruns if
ephemeral resources are not carefully managed.

2.4. Data Governance, Privacy, and Compliance

In the GenAl context, data governance has gained
prominence. Regulatory frameworks such as GDPR, CCPA,
and emerging Al-specific legislation (e.g., the EU Al Act)
require strict data handling practices. Several authors
highlight the need for privacy-by-design, robust encryption,
and differential privacy techniques to prevent data leakage 55.
However, bridging these principles with real-time data
ingestion, model training, and inference pipelines remains a
focal challenge. In summary, a rich literature on scaling Al in
the cloud, containerization, and HPC integration exists.
However, significant gaps exist regarding holistic cost-
performance trade-offs, advanced orchestration for
Generative Al, and security-driven HPC design. Our work
addresses these gaps by providing both conceptual
frameworks and empirical benchmarks.

3. Background on Cloud Architectures for

GenAl

3.1. Cloud Computing Paradigms
Cloud environments are commonly segmented into:

1. Infrastructure as a Service (IaaS): Provides virtualized
servers, storage, and networking. Offers fine-grained
control at the expense of greater management overhead.

2. Platform as a Service (PaaS): Abstracts away
infrastructure complexities, focusing on application-level
deployment. Often integrates with frameworks for data
analytics and model hosting.

3. Software as a Service (SaaS): Delivers fully managed
applications to end users, such as generative text or image
APIs.

For GenAl, HPC-optimized IaaS instances provide GPU
or TPU computing with low-latency networking. At the same
time, specialized PaaS offerings can include fully managed Al
training frameworks (e.g., Amazon SageMaker, Google
Vertex Al, Azure ML).

3.2. MLOps and Continuous Model Delivery

MLOps extends DevOps principles to ML workflows,
introducing continuous integration and delivery (CI/CD) for
data preprocessing, model training, and deployment 66. This
became critical in the GenAl era for maintaining version
control of large models, automating pipelines for
hyperparameter tuning, and ensuring reproducibility of results.

3.3. Network Architectures for Distributed Training

Practical GenAl training often involves distributed data-
parallel (each GPU processes a subset of data) or model-
parallel (the model’s parameters are split across multiple
GPUs)  architectures. ~ High-bandwidth,  low-latency
interconnects—like InfiniBand or NVLink—are particularly
valuable, reducing communication overhead during gradient
synchronization.

Cloud providers typically use advanced networking
stacks within HPC instance families to cater to such needs.
However, ephemeral use of HPC clusters can add complexity
to ephemeral IP allocation, automated job scheduling, and
ephemeral storage volumes.

4. Methodology: Designing and Benchmarking
Cloud Migration for GenAl

4.1. Research Questions

Our investigation addressed the following core questions:

1. (RQI) How do different resource provisioning strategies
(traditional VMs, containerized microservices, and
ephemeral HPC clusters) impact training performance for
large-scale GenAl models?

2. (RQ2) Which architectural patterns (lift-and-shift vs.
cloud-native refactoring) yield the best cost-to-
performance ratios for HPC-based GenAlI workloads?

3. (RQ3) What best practices emerge from adopting
advanced security and data governance frameworks in
large-scale GenAl cloud deployments?
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4.2. Experimental Setup

We designed a multi-phase experimental study deploying
a 1.3B-parameter Transformer-based language model—a
scaled-down version of typical LLMs such as GPT-3.5 or
LLaMA—for synthetic text generation tasks. Our dataset
consisted of 500 GB of cleaned and tokenized text sourced
from open-domain corpora (e.g., Wikipedia, Common Crawl).
The training pipeline was tested on three different
infrastructure configurations within a single cloud provider’s
environment (AWS) to ensure consistency:
1. TaaS VM Cluster (VM-baseline): A cluster of p3.16xlarge
instances with 8§ NVIDIA V100 GPUs.
Containerized Microservices (K8s-micro): A Kubernetes
(v1.25) cluster running on p4d.24xlarge instances (8
A100 GPUs each), using Docker images and a
microservices approach for data ingestion, preprocessing,
and model training.
Ephemeral HPC Cluster (HPC-ephemeral): A Slurm-
managed ephemeral cluster of p4d.24xlarge instances,
launched via an Infrastructure-as-Code (IaC) pipeline
(Terraform + custom Slurm scripts). Instances scaled up
or down based on queue length and GPU utilization
thresholds.

2.

For consistent evaluation, each test included:

e Training Duration: 24 hours (batch size adjusted to
saturate GPU memory).

e  Metrics: Training throughput (tokens/sec), average GPU
utilization (%), network usage (Gbps), and cost ($/hour).

e Repeats: Each experiment was run thrice to ensure

reproducibility; the values reported are averages.

4.3. Data Governance and Security Implementation
To simulate real-world enterprise conditions, we enforced
the following:

e Data Encryption at rest (AES-256) and in transit (TLS
1.2).

e Role-Based Access Control (RBAC) in Kubernetes and
Slurm user roles for HPC jobs.

e Ephemeral Storage: Data was staged on ephemeral SSD
volumes and automatically purged upon job completion,
mitigating data leakage risk.

e IAM Policies: Fine-grained IAM roles restrict which
services could spin up HPC clusters, preventing
unauthorized resource provisioning.

°

4.4. Performance and Cost Profiling
During each run, we collected:
e GPU Utilization (nvidia-smi) every 30 seconds.

1.

2.

o Network Throughput using in-cluster instrumentation
(Prometheus exporters).

e CPU Utilization is used to assess overhead on non-GPU
tasks (e.g., scheduling and logging).

e Billing Data from AWS Cost Explorer to map HPC job

durations to actual cost.

4.5. Model Accuracy and Convergence

We monitored model convergence using the training
perplexity (PPL). Although final model performance is not the
primary focus, ensuring each configuration converged similarly
validated the fairness of the throughput and cost comparisons.

5. Results
5.1 Training Throughput and GPU Utilization
Figure 1 (see below) illustrates the average training
throughput, measured in tokens/sec, across the three
configurations. Notably:
VM-baseline achieved ~35,000 tokens/sec, with ~70% average
GPU utilization.
K8s-micro climbed to ~42,000 tokens/sec, benefiting from
better container-level scheduling and ephemeral scaling for the
data ingestion microservices. GPU utilization rose to ~75%.
HPC-ephemeral reached ~48,000 tokens/sec, with GPU
utilization peaking at 80-85%. The Slurm scheduler’s node-
centric optimization appeared particularly efficient at bundling
GPU workloads.

VM-baseline: 35,000
K8s-micro: 42,000
HPC-ephemeral: 48,000

5.2. Convergence Profiles

Each configuration converged to roughly the same
perplexity (~27.2 + 0.3) after 24 hours, implying near-
equivalent training progress. Minor differences were
observed in the early iterations, possibly tied to
microservice-based data loading overhead in the KS8s
setup.

5.3. Cost Analysis

Table 1 presents the cost breakdown per 24-hour run. The
HPC-ephemeral configuration was the most cost-efficient on
a tokens/sec basis. While the raw hourly cost of HPC nodes is
higher, the improved throughput shortened total training time
for an epoch, netting an overall cost saving of ~20% compared
to the VM baseline. K8s-micro landed in between, with a
~12% cost reduction vs. VM-baseline.

Table 1. Cost and Throughput Comparison. The HPC-ephemeral setup required fewer total training hours at higher throughput, reducing the overall
cost-per-token.

Configuration Hourly Cost (USD) Throughput (tokens/s) Cost/1IM tokens (USD)
VM-baseline 14.50 35,000 0.41
K8s-micro 16.00 42,000 0.38
HPC-ephemeral 18.50 48,000 0.34
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5.4. Security and Governance Observations

e Container-based microservices enabled granular RBAC
policies and easier patching compared to the monolithic
VM cluster.

e The ephemeral HPC approach offered strong data

governance via ephemeral volumes and short-lived
compute nodes. However, it required more
sophisticated automation to ensure that ephemeral data
was preserved for auditing if needed.

5.5. Network and Storage Considerations

K8s-micro and HPC-ephemeral setups utilized SSD-
based ephemeral storage for staging local training shards,
significantly improving I/O performance. The HPC cluster
also utilized a high-throughput shared filesystem (FSx for
Lustre) with InfiniBand-like interconnect speeds, benefiting
large-scale parameter synchronization.

6. Discussion
6.1. Addressing (RQ1): Resource Provisioning Strategies
Our experimental data suggests that ephemeral HPC
clusters, while more complex to orchestrate, can offer the
highest training throughput and best overall cost-to-
performance ratio. Containerized microservices provide a
middle ground with improved manageability and near-
ephemeral scaling. Traditional VM-based clusters are simpler
to migrate initially (lift-and-shift), but they leave performance
and cost optimization opportunities on the table.

6.2. (RQ2) Cloud-Native Refactoring for Cost Efficiency

Incremental adoption of cloud-native services—such as
managed Kubernetes, ephemeral storage volumes, and HPC
scheduling—delivers better resource utilization and can
curtail ~over-provisioning costs. While lift-and-shift
migrations can get an organization into the cloud quickly, the
data clearly shows that refactoring to exploit HPC
concurrency and container orchestration yields significant
benefits in performance and cost.

6.3. (RQ3) Security and Data Governance in GenAl
Deployments

Our experiments underscore the utility of ephemeral
compute nodes that automatically vanish after job completion,
minimizing the risk of residual data exposure. Coupling
ephemeral HPC with robust IAM and encryption enhances
compliance and facilitates better auditability. However,
ephemeral clusters also require advanced ephemeral volume
management and scheduling logic to ensure no data is lost
prematurely—a trade-off for organizations with strict
compliance policies or internal data retention requirements.

6.4. Limitations

Our analysis focused on a single public cloud vendor
(AWS). While the wunderlying concepts (container
orchestration, ephemeral HPC) are portable to other providers

169

(Azure, Google Cloud), specific performance metrics and cost
structures may differ. Additionally, the model tested was a
moderately large transformer (1.3B parameters), which, while
representative, may not capture all scale-related complexities
of multi-billion or trillion-parameter models.

7. Best Practices and Lessons Learned

7.1. Incremental Refactoring Over Lift-and-Shift
Organizations should aim for an initial pilot project to

identify key cloud services (e.g., container orchestration, HPC

scheduling) that can deliver quick wins rather than migrating

everything in one shot.

7.2. Adopt a Unified MLOps Pipeline

End-to-end automation—from data labeling to model
monitoring—reduces the complexity of large-model
retraining. Tools such as Kubeflow or MLflow can integrate
seamlessly with HPC-based training pipelines if carefully
configured.

7.3. Embrace Automation and Infrastructure as Code

Tools like Terraform and Ansible enable ephemeral
HPC clusters to spin up with consistent configurations and
security postures. Templates can incorporate best practices
(e.g., ephemeral storage encryption, TLS-based network
layers).

7.4. Optimize Data Transfer and Orchestration

For GenAl, the overhead of reading massive datasets can
significantly hamper training performance. Techniques like
shared file systems (e.g., Lustre), data caching, and read-ahead
strategies can mitigate I/O bottlenecks.

7.5. Plan for Multi-layered Security

Zero-trust networking, end-to-end encryption, and
frequent vulnerability scans prevent adversarial attacks
against valuable generative models. This is particularly
relevant for organizations that must meet regulatory or
compliance standards in healthcare, finance, or government
sectors.

8. Conclusion and Future Directions

The surge in GenAl workloads has fueled an industry-
wide push toward cloud-based deployments, but the path to
optimal cloud migration involves nuanced trade-offs. Our
original research provides evidence that ephemeral HPC
clusters—despite their complexity—maximize throughput.

Minimize overall training costs for moderate-scale
language models. Containerized microservices are nearly as
performant, offering better manageability and modular design.
In heavily regulated industries, ephemeral data lifecycles and
robust IAM policies can substantially mitigate security and
privacy risks.
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Looking ahead, key areas of interest include:

e Scaling to Trillion-Parameter Models: Additional HPC
orchestration enhancements and GPU memory
partitioning will be needed to handle next-generation
GenAl demands.

e Federated and Hybrid Approaches: Integration with
edge devices for real-time model updates or partial
inference may reshape HPC scheduling paradigms.

e FEthical and Regulatory Compliance: Researchers must

The snippet above demonstrates how ephemeral HPC
clusters can be programmatically managed, spun up, and
torn down to meet dynamic GenAl workload demands in a
secure and automated fashion.

By coupling advanced cloud-native infrastructures with
carefully designed data governance mechanisms,
organizations can unlock GenAl’s transformative potential
in a secure, cost-effective, and scalable manner.

develop frameworks that ensure Al outputs are
explainable and auditable while maintaining the
performance advantages of cloud-based HPC.

References

(1]

(2]

Michael J. Kavis, Architecting the Cloud: Design Decisions for Cloud Computing Service Models (SaaS, PaaS, and IaaS), Wiley, 2014.
[Google Scholar] [Publisher Link]

Christophe Carugati, “The Competitive Relationship between Cloud Computing and Generative AL,” SSRN, pp. 1-18, 2023. [CrossRef]
[Google Scholar] [Publisher Link]

Rahul Khurana, “Cloud-Powered GenAl for Omnichannel Optimization: Elevating Web and App Performance in the Era of Digital
Transformation,” International Journal of Information Technology and Management Information Systems, vol. 14, no. 1, pp. 76-86, 2023.
[Google Scholar] [Publisher Link]

Gouri Ginde, “““So what if I Used GenAI?”—Implications of Using Cloud-Based GenAl in Software Engineering Research,” Arxiv, pp.
1-5, 2024. [CrossRef] [Google Scholar] [Publisher Link]

Juho Kerttula, “Generative Al in Industry: Revolution or Evolution?,” Master’s Thesis, Aalto University, 2024. [Google Scholar]
[Publisher Link]

Matteo Esposito et al., “Generative Al for Software Architecture: Applications, Trends, Challenges, and Future Directions,” Arxiv, pp. 1-
23, 2025. [CrossRef] [Google Scholar] [Publisher Link]

Athanasios Karapantelakis et al., “A Survey on the Integration of Generative Al for Critical Thinking in Mobile Networks,” Arxiv, pp. 1-
14, 2024. [CrossRef] [Google Scholar] [Publisher Link]

Hanna Vannesluoma, “The Use of Generative Artificial Intelligence from an Innovation Process Perspective,” Master’s Thesis, LUT
University, 2024. [Google Scholar] [Publisher Link]

Hieu Hoang, Generative Al Security: Theories and Practices, 1% ed., Springer Cham, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[10] Anh Nguyen-Duc et al., “Generative Artificial Intelligence for Software Engineering—A Research Agenda,” Arxiv, pp. 1-87, 2023.

[CrossRef] [Google Scholar] [Publisher Link]

[11] Saira Khurram Arbab, and Farzeen Rizwan, “Generative Al and Web Applications: Addressing Security Issues and Challenges,”

Generative Al for Web Engineering Models, pp. 1-20, 2025. [CrossRef] [Google Scholar] [Publisher Link]

Appendix A: Example Terraform Snippet for Ephemeral HPC Deployment
module “hpc_cluster” {

source

="./modules/hpc_cluster"

node type = "p4d.24xlarge"
max_nodes = 10
min_nodes = 1

key name = "hpc-key"

# Network configuration

vpe_id

= var.vpc_id

subnet ids = var.subnet _ids

# HPC scheduling
scheduler_config = {

type = "slurm"
partitions = [ {
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name = "ai-jobs"
node_type = "p4d.24xlarge"
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